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***** Next change *****
8.2 
Key Management

Key management for MCData follows the same model as MCVideo and MCPTT. Where a key is used for protection of MCData or MCVideo data, the same type of key shall be used in the same circumstance for MCData. Each key used for protection of MCData payloads is known as the MCData Payload Protection Key (DPPK).
MCData signalling parameters and Data signaling payloads are protected as follows:

- Unicast MCData signalling parameters and Data signaling payloads between client and server are protected using the CSK (e.g. the DPPK is the CSK).

- Multicast MCData signalling parameters and Data signaling payloads from server to client are protected using a MuSiK (e.g. the DPPK is a MuSiK).

- MCData signalling parameters and Data signaling payloads between servers are protected using the SPK (e.g. the DPPK is the SPK).

- MCData signalling parameters and Data signaling payloads between two offline clients are protected using a PCK (e.g. the DPPK is the PCK).

- MCData signalling parameters and Data signaling payloads between a group of offline clients are protected using a GMK (e.g. the DPPK is the GMK).

MCData Data payloads are protected as follows:

- MCData Data payloads end-to-end protected between two online clients are protected using a PCK (e.g. the DPPK is the PCK).

- MCData Data payloads end-to-end protected between two offline clients are protected using a PCK (e.g. the DPPK is the PCK).

- MCData Data payloads end-to-end protected between a group of online clients are protected using a GMK distributed by a GMS (e.g. the DPPK is the GMK).

- MCData Data payloads end-to-end protected between a group of offline clients are protected using a GMK distributed by a GMS (e.g. the DPPK is the GMK).

NOTE: 
The DPPK is not a new type of key, it describes how the MC system's existing key types are used to protect MCData. Consequently, there will be multiple DPPKs in the MC System depending on the communication channel. Furthermore, while a PCK and a GMK may both be used as a DPPK to protect MCData in different channels, the PCK and the GMK are not the same key.
- MCData Data payloads are end-to-end authenticated based on SSK, PVT and KPAK distributed by a KMS.  
***** Next change *****
8.5.2.2 
Prequisites for authenticated payloads

The prequisites for authentication of an authenticated payload is that the MC client will have been keyed (SSK, PVT and KPAK) by a KMS as defined in clause 5.3.
***** Next change *****
8.5.4.1
Format of protected payloads

All protected payloads shall have the format defined in table 8.5.4.1-1:

Table 8.5.4.1-1: MCData Protected Payload message content

	Information Element
	Type/Reference
	Presence
	Format
	Length

	Message Type
	Message type
	M
	V
	1

	
	
	
	
	

	Payload ID
	The identifier for the payload.
	M
	V
	4

	Payload sequence number
	The sequence number of the protected payload.
	M
	V
	1

	Algorithm
	See 8.5.4.2
	M
	V
	1

	IV
	Initialisation vector (or nonce) for message
	M
	V
	16

	DPPK-ID
	Key identifier
	M
	V
	4

	Payload
	Protected Payload (Ciphertext)
	M
	TLV-E
	x


Where ‘Payload’ will be the encrypted and integrity-protected payload encoded in a binary format.

NOTE 1: 
Date and Time is included to allow the MCData server to order end-to-end protected messages and assess whether end-to-end protected messages may have expired. The Date and Time is included as part of Protected SDS Signalling Payload and Protected FD Signalling Payload as specified in TS 24.282 [xx].
NOTE 2: 
Payload ID and Payload sequence number allow protected payloads to be split over multiple SIP messages.

***** End of changes *****
